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The Aviation ISAC Cybersecurity 
Report for Airports is published 
quarterly as part of the Aviation 
ISAC/ Airport Council Interna-
tional World’s (ACI) agreement to 
work collaboratively to enhance 
the cybersecurity of airports 
around the world. The Cybersecu-
rity Report is available to all ACI 
airport members. 

In addition to the quarterly Cyber-
security Report for Airports, the 
Aviation ISAC offers many valu-
able member benefits,  
programs, and services. If you are 
interested in joining the Aviation 
ISAC, please contact Dom Nessi. 
Please direct inquiries regarding 
the specific threat intelligence 
information provided in this report 
to Jared Falcon. 

W      elcome to the inaugural issue of the Aviation ISAC Cybersecurity Report for Airports. 
Each quarter, we will bring you up-to-date on the latest cybersecurity challenges fac-
ing the global aviation community overall, and airports specifically.

Request for  
Information

An Aviation ISAC member company is seeking recommendations of technology consultants that 
can help design networks for airports, specifically with experience designing airport network mod-
els with IT and OT segregation. 

Technology consultants with airport experience would be ideal. Please contact us if you have  
recommendations.

Vulnerabilities and Cyberthreats Affecting Airports

Vulnerabilities

CVE-2019-19781: Citrix Gateway 
Several vulnerabilities have affect-
ed airports in the first quarter of 
2020. The most critical during this 
time period is “CVE-2019-19781,” 
or the Citrix Gateway vulnerability. 
Read the official Citrix bulletin. 

This vulnerability affects the Citrix 
Application Delivery controller, 
both on physical appliances and 
virtual instances (on all hyper-
visors or cloud providers).  It is 
an unauthenticated remote code 
executable type vulnerability in 
which attackers remotely compro-

mise the Citrix Gateway and use it 
to breach victims’ networks. The 
vulnerability was first disclosed in 
December 2019; Advanced Per-
sistent Threat (APT) groups began 
using it in mid-January 2020 after 
a group called “Project Zero India” 
released a working exploit. Using 
the exploit is trivial, making the 
vulnerability an easy tool for less-
er-skilled attackers. 

Although the vulnerability was 
disclosed in late 2019, Aviation 
ISAC research has revealed many 
vulnerable Citrix installs in the 
wild. Some have been exploited 
as recently as early March 2020. 

Despite the global pandemic and its impact on global aviation, the Avia-
tion ISAC community remains strong and connected. Cyber-attack  
activity remains high and we are seeing attackers trying to take advan-
tage of the pandemic. COVID-19 related scams, as well as other ongoing 
threats continue to proliferate. Growing a strong airport cybersecurity 
community is more important now than it has ever been.
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The COVID-19 global pandemic 
is forcing more and more organi-
zations to adopt to a work-from-
home posture, some doing so in 
a very short amount of time. The 
A-ISAC recommends that compa-
nies delivering applications to end 
users patch their Citrix Gateways 
as soon as possible. There is a free 
tool that airports can use to scan 
their external Citrix address for the 
vulnerability. 

For several years, the A-ISAC has 
engaged in finding and perform-
ing victim notifications (VNs) to 
airport and airline members. These 
VNs are defined as sensitive and 
actionable details pertaining or tar-
geting a specific organization. The 
three VNs of greatest significance 
to airports for Quarter One 2020 
are shown below.

CVE-2020-0688:  
Exchange Control Panel 
A vulnerability in Microsoft’s 
Exchange Control Panel (ECP) has 
been identified and has been as-

signed CVE-2020-0688. While the 
ECP is not normally exposed to the 
internet, attackers who may already 
have access to a corporate network 
(for example, via the Citrix vulner-
ability) can use the ECP vulnera-
bility to move laterally. An attacker 
only needs a working credential 
(even a non-admin credential) to 
conduct this exploit. 

In March 2020, Boston-based 
security company Rapid7 re-
leased an exploitation module to 
its Metasploit Project, a computer 
security project that provides infor-
mation about security vulnerabili-
ties and aids in penetration testing 
and IDS signature development. 
The availability of this module 
makes it easier for less-skilled 
attackers to exploit the ECP vulner-
ability. 

CVE-2020-0688 affects Exchange 
2010, 2013, 2016, and 2019. The 
A-ISAC advises patching as soon 
as possible. Read the official 
Microsoft bulletin. At this time, the 

A-ISAC has not been notified of 
any member- or nonmember com-
pany network breaches due to this 
vulnerability. Interest in the vulner-
ability remains high and we con-
tinue to monitor trusted sources for 
evidence of breaches or compro-
mises utilizing this vulnerability. 

CVE-2020-1938: Apache Tomcat 
(also known as Ghostcat) 
The exploitation of Apache Tom-
cat, specifically around the Apache 
JServ Protocol (AJP) has been 
assigned “CVE-2020-10487.” This 
vulnerability allows unauthenticat-
ed attackers to read web applica-
tion files from an affected server. 
Attackers upload malicious java 
pages, which when read by Tomcat, 
grant remote code execution. 

The AJP protocol is enabled by 
default in Apache versions 6 
through 9. All unpatched versions 
are vulnerable. The impact of this 
vulnerability is broad, as many 
third-party applications and appli-
ances use Tomcat behind the scenes 

These VNs have been anonymized. Aviation ISAC members have access 
to Indicators of Compromise (IOCs) and attribution as needed.

Q1 Most Significant Victim Notifications

Mid February
An EU-based airport was identified as having the Citrix vulnerability in its 
systems.

A UK-based airport faced a credential dump on the dark web resulting in 
a phishing campaign. The Citrix vulnerability was found as well on the ex-
ternal gateway. There is a potential link of Citrix vulnerability and creden-
tial/dump and phishing campaign. 

An Australian-based airport was identified as having the Citrix vulnerability 
in its systems.

February

Mid February

              The A-ISAC  
researches vulnerabilities both 
internally and across the  
membership. We perform victim 
notifications to both member 
and nonmember companies 
when evidence of a compromise 
is found. We also maintain a large 
database of IOCs and other data 
surrounding vulnerabilities  
and breaches to benefit our  
membership.
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to deliver web-based applications 
in addition to installations directly 
to hosting applications. A proof of 
concept was released in March; 
exploit scripts are in the wild and 
allow less skilled attackers to take 
advantage of the vulnerability. 
The A-ISAC advises companies to 
upgrade as soon as possible. 

At this time, the A-ISAC has not 
been notified of any member-  
or nonmember-company network 
breaches due to this vulnerability. 
Interest in the vulnerability remains 
high and we continue to monitor 
trusted sources for evidence of 
breaches or compromises utilizing 
this vulnerability. 

Phishing and Business Email 
Compromise Campaigns

In the first quarter of 
2020, several airports 
and airport services 
have been victims of 
credential dumps and 
phishing and Business 
Email Compromise 
(BEC) campaigns. 
The A-ISAC has seen 
several phishing cam-
paigns originate from 
legitimate member and 
non-member company 
email addresses (pass-
ing DKIM, SPF, etc.). 
In the first quarter of 
2020, the A-ISAC has 
identified the campaigns and poten-
tial causes.

A U.S.-based airport was subjected 
to a credential dump on the dark 
web, potentially from a phishing 
campaign that caused network 
users to enter their credentials into 
a malicious link. This credential 

dump caused a compromise of le-
gitimate Office 365 email accounts. 
The accounts were then used to 
send a OneDrive URL containing 
a PDF with a malicious link. The 
link was used to harvest more 
credentials from other airports and 
airlines. 

Another U.S. airport suffered a 
similar compromise in which cre-
dentials were harvested from the 
airport via a phishing campaign and 
then sold on the dark web. These 
credentials for legitimate O365 ac-
counts were used to launch a phish-
ing campaign to other airports and 
airlines. The payload was a mali-
cious excel document hosted on the 
airport’s legitimate SharePoint in-
stance. The spreadsheet contained a 
URL that gathered more credentials 

from the recipient victims at other 
airports and airlines. 

A U.S.-based ground services 
supplier (who has several A-ISAC 
member company customers), 
suffered a BEC campaign launched 
from email accounts hosted on 
their O365 instance. This particular 

campaign sent a seemingly official 
invoice to customers in an attempt 
to receive payment of the fraudu-
lent invoices. 

An EU-based ground services 
supplier suffered a phishing cam-
paign in which their legitimate 
O365 accounts were used to send 
out seemingly official invoices to 
victims. The A-ISAC discovered a 
large credential dump containing 
some of the email address used to 
send the fraudulent invoices. 

As evidence demonstrates, email 
phishing is the key culprit in each 
of these cases. Users at the victim 
companies were first phished first 
to get credentials. Those creden-
tials were used to deploy a second 
phishing/BEC campaign against 

other companies, which 
harvests more creden-
tials, and the cycle con-
tinues. it is imperative 
for companies to harden 
their end-user email 
systems via technical 
controls. In cases where 
legitimate email accounts 
are used to conduct the 
phish, it is harder to 
secure systems. End-user 
training and education is 
a key component in stop-
ping these campaigns. 

The Aviation ISAC 
monitors various sources 

for IOCs relating to phishing cam-
paigns, including credential dumps 
and potential sales of credentials 
on the dark web. Member compa-
nies contribute to this effort and 
help other member firms address 
phishing campaigns and potential 
credential compromise. While we 



consider these sources trustworthy, 
we also subscribe to information 
validation to produce actionable 
intelligence.

Ransomware 

In 2019 and early 2020, there has 
been a multitude of ransomware 
campaigns specifically affecting 
airports and airlines. The Aviation 
ISAC assesses the ransomware 
threat for 2020 is medium to medi-
um-high, a call to heed this threat 
throughout 2020. Throughout 2019 
and again in early 2020, ransom-
ware attacks against aviation sector 
entities became more prevalent as 
part of worldwide campaigns (see 
box at right).

The A-ISAC currently has no 
knowledge of any airport infra-
structure being affected, but it is 
not out of the realm of possibility. 
If you have been affected, please 
contact us.

January: A U.S.-based airport was hit by Sodinokibi ransomware. The 
airport chose to pay the ransom and its data was returned.

January: Travelex was hit by Revil ransomware introduced via Pulse 
Secure VPN vulnerability. While Travelex is not an airport, it has infrastruc-
ture that resides on some airport common-use systems. 

Aviation Ransomware Campaigns, 2019-2020

March: A Canadian wing and fuselage manufacturer experienced a Ryuk 
ransomware attack that disrupted internet access.

April: A U.S.-based airport in Ohio experienced a ransomware attack that 
affected the airport’s email, payroll, airport signage, and digital records. 

April: Swiss airport maintenance systems manufacturer experienced a 
ransomware attack that disrupted manufacturing and sales operations.

May: A ransomware attack at U.S.-based international airport in Kentucky 
encrypted local files but had no effect on airport operations. 

June: A ransomware attack caused a major manufacturer of aerospace 
parts in Europe, to shut down production for several days.   

September: A UK-based airport experienced a ransomware attack that 
disabled departure and arrival flight display screens for two days.

December: An A-ISAC member company reported a DoppelPaymer 
ransomware variant. 

2019

2020

Threat Actor and Hacker Activity
The Aviation ISAC monitors and 
researches threat actors who target 
the aviation industry. An actor of 
interest is a hacker calling himself 
“Kasbah.” In addition to our inter-
nal research on Kasbah, we have 
reached out the hacker community 
and A-ISAC members for addi-
tional information to consolidate a 
profile of information for a better 
understanding of his motives. 

Kasbah is important to aviation. 
One one of his victims was a do-
mestic French firm operating sever-
al aviation-related companies.

If he continues to follow his mo-
dus operandi (MO), we believe his 
hacking activities are not associat-
ed with financial fraud, intellectual 
property theft, or personally iden-
tifiable information (PII) theft. We 
believe he follows an ideological 
MO.

Kasbah:

• is a known North African Islamic 
hacker active at least 5+ years.

• is also known as “Mauritania 
Hacker.”

• is not known to be a Jihadist or 

related to terrorism operations 
(unknown if this is still the case).

• lived in Toulouse, France at some 
point (unknown if he still lives 
there).

• worked for French telecommuni-
cations company Orange in 2016 
(unknown if he still does).

• used njRAT, and likely still does. 
njRAT was easier for him to use 
since its updated regularly in the 
Arabic language.

More details about Kasbah are 
available to A-ISAC members.

mailto:a-isac.ops%40a-isac.com?subject=


Vulnerabilities and Cyberthreat Recommendations
The Aviation ISAC recommends aviation sector entities increase their information sharing to build resiliency 
across the ecosystem, increase threat postures against ransomware, and apply best practices to prevent and miti-
gate against malicious activity. Following are additional vulnerability and cybersecurity recommendations from 
the UK National Cyber Security Centre, the Belgium CERT, and the U.S. Department of Homeland Security.

• Make regular backups, ensure 
backup is separate from your 
network (offline) or in cloud ser-
vice designed for this purpose. 

• Cloud sync services should NOT 
be used as your only backup. 
They can sync the ransomware 
files making them useless. 

• Use mail filtering, internet se-
curity gateways and proxies 
or traffic inspection to prevent 
malicious content from reaching 
the endpoints. 

• Centrally manage endpoint 
devices, only permit trusted files 
and applications from running. 

• Provide user security education 
and training. 

• Disable and/or constrain macros 
(Powershell or Office macros). 

• Disable autorun for mounted 
media and/or disable or restrict 
use of USB media. 

• Keep endpoint patching up to 
date, this includes OS, application 
and A/V definitions. 

• Use least privilege account prin-
cipals.

• Protect all devices by equipping 
them with up-to-date antivirus 
software as well as using specific 
protection against ransomware.

• Install regular updates of com-
puter systems. Be aware of the 
programs installed on devices, 
always keep an eye on potentially 
vulnerable applications and install 
patches as soon as possible. 
Regularly updating or installing 
patches need to be integrated 
into an internal process.

• Backups are critical to restoring 
affected systems after a ran-
somware incident. Backing up all 
vital files and systems is the best 
insurance against ransomware. 
Backups must be kept offline. 
Always test the procedure for 
restoring backups.

• If well trained, your organization’s 
employees can play an important 
role in the prevention and early 
detection of a cyberattack.

• Invest in the training and aware-
ness of all employees. Teach 
them the basics of cybersecurity.

• Teach employees how to identify 
and report phishing cases quickly.

• Update software and operating 
systems with the latest patches. 
Outdated applications and oper-
ating systems are the target of 
most attacks.

• Never click on links or open at-
tachments in unsolicited emails.

• Backup data on a regular basis. 
Keep it on a separate device and 
store it offline.

• Follow safe practices when 
browsing the Internet.

• Restrict permissions to install and 
run software applications and 
apply the “least privilege” princi-
ple to all systems and services. 
Restricting these privileges may 
prevent malware from running 
or limit its capability to spread 
through a network.

• Use application whitelisting to 
allow only approved programs to 
run on a network.

• Enable strong spam filters to pre-
vent phishing emails from reach-
ing the end users and authenti-
cate inbound email to prevent 
email spoofing.

• Scan all incoming and outgoing 
emails to detect threats and filter 
executable files from reaching 
end users.

• Configure firewalls to block 
access to known malicious IP 
addresses.



About the Aviation ISAC
Founded in 2014 by seven leading aviation companies and led by an international board of directors, we are a nonprofit 
membership association supporting the global air transport network.

We are the only global cyber-threat sharing organization that provides aviation-specific threat information to the airport 
community. With members headquartered on five continents, our reach spans the global aviation transport network. 

We: 

• Act as an extension of your IT team, focusing on airport- and aviation-specific threats, risks, and challenges. We con-
nect your cyber risk management team to hundreds of  
aviation cybersecurity analysts around the globe. 

• Provide clear and concise critical cyber threat information to the aviation community.

• Facilitate security communities for Aviation IT Managers, Chief Information Security Officers, Network Security Archi-
tects, Product Security Specialists, and Compliance Experts.

• Crowdsource membership expertise to deal with unique issues.

For more information about becoming an A-ISAC member, contact Dom Nessi or the membership team. 
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