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BACKGROUND: 

The Centers for Disease Control and Prevention (CDC) is responding to an outbreak of 
respiratory disease caused by a novel (new) Coronavirus, first discovered in China and now 
present in almost 70 locations internationally, including the United States. The virus is named 
“SARS-CoV-2” and the disease it causes has been named “Coronavirus Disease 2019” 
(abbreviated “COVID-19”). 

On January 30, 2020, the International Health Regulations Emergency Committee of the World 
Health Organization declared the outbreak a “public health emergency of international 
concern” (PHEIC). On January 31, 2020, Health and Human Services Secretary, Alex M. Azar 
II, declared a public health emergency (PHE) for the United States to aid the nation’s healthcare 
community in responding to COVID-19.  Subsequently, on March 11, 2020, World Health 
Organization (WHO) declared the outbreak a pandemic. This is a rapidly evolving situation 
and the risk assessment will be updated as needed. 

TSA Operational Response Plans (ORPs) are deliberate plans that describe cradle-to-grave 
incident management procedures and protocols. Existing ORP security processes and activities 
are regularly tested and evaluated thru exercises to measure their effectiveness and identify 
potential gaps and response shortfalls. All ORPs are continually updated by incorporating:  
lessons learned from exercises; new security methods; and new or updated DHS plans and 
directive guidance. Key incident management personnel are continually trained and exercised 
to ensure a sufficient level of proficiency is maintained. Field Components develop Tactical 
Response Plans (TRPs) derived from ORPs (such as this plan) with the intent to assure field 
synchronization with TSA HQ efforts. 
 
ASSUMPTIONS: 

 TSA's core security mission to screen passengers, property & cargo, oversight of transportation 
security programs, procedures & processes and other responsibilities as detailed in the Aviation and 
Transportation Security Act will not be diminished in compliance with this plan. 

 The likelihood of TSA’s screening workforce being exposed to infected persons is high based on 
their exposure to the traveling public. An important mitigation strategy is to keep ill employees, 
even those showing early or few symptoms, from entering the workplace. "Social Distancing" and 
enforcement of personal hygiene practices are important aspects of TSA's strategy. 

 TSA's workforce will be impacted by COVID-19, resulting in abnormal call-off rates and requiring 
implementation of staffing alternatives, and/or approved mitigation measures. 

 All field response to the event will be directed by the TSA CONOPS for Incident Management. 

 An Incident Manager (IM) will be designated by Executive Management (EM) in the event of a 
COVID-19 outbreak. 

 FSDs will only take direction on these issues from SO Management, Transportation Security 
Operations Center (TSOC) or the IM. 

 Wait time risk should never be a concern of our officers, and for TSA secondary to effective screening.  
To provide effective screening with acceptable wait time risk, SO Management and FSDs will manage 
risk by optimizing resources, and will be authorized to modify or suspend processes and procedures as 
appropriate.  
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 The decision to mandate wearing of Personal Protective Equipment (PPE) by the workforce will be 
made by the TSA Administrator. 

 Mandated wear of PPE (masks) will result in increased anxiety among workforce and likely the 
traveling public. FSDs need to develop communication strategies in coordination with Public Affairs 
and alleviate public perception/concern. 

 
SCOPE: 

The Critical Incident Management Group (CIMG) will provide guidance and direction to leaders who 
oversee field operations employees.  
 
Anything not explicitly stated in this checklist will continue to fall under guidance of existing statutes, 
regulations, directives, instructions and agreements. Nothing in this plan shall conflict with applicable 
laws, Executive Orders, directives, existing plans, Memoranda of Agreement (MOAs), or Memoranda of 
Understanding (MOUs). 
 
This plan intends to supplement currently approved continuity plans, tactical response plans, and prepares 
field leaders to address the potentiality of a TSA employee becoming infected with COVID-19. It is not 
intended to address every consideration, challenge, and element specific to the affected location and its 
employees, but will provide management with guidance and suggestions in the preparation and execution 
of COVID-19-related activities.  
 
CONSIDERATIONS: 

 The prioritization and safety of personnel and resources to maintain TSAs mission. 

 The CIMG is an Emergency Operations Center whose focus is coordinating the development of the 
agency’s incident response objectives and strategy.1 

 Triggering events in the transportation sector: 

o TSA employee is infected with COVID-19 

o Other airport employees infected or contaminated 

o Public infected or contaminated 

o Sufficient employee absenteeism to cause major degradation within the operating construct  

 Imminent/actual pandemic or epidemic infectious disease impacting TSA’s Mission Essential Functions 
(MEF). Mitigation Concerns: 

o Impacts (within the incident area) and its cascading effects on local/regional and/or national 
transportation systems 

o Cross-sector impacts within the incident area 

o Interdependencies requiring actions beyond those needed for transportation infrastructure restoration 
within the incident area 

 

                                                 
1 TSA Incident Management Framework (IMF), Section 4, May 10, 2012. 
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CHECKLIST: COVID-19 Preplanning. This checklist intends to protect and support TSA 
personnel and to prepare for consequent necessary action.  
 
Establish Contacts: 

 Identify your local Public Health Official and how to contact them 24-hours a day. 

o Where able, include them into your planning efforts. They will ultimately be the entity 
who will conduct interviews, determine quarantine requirements, clear employees for 
return to duty, and determine if/when facilities must be shut down, or may be reopened. 

 Reach out to Airport Authority, Airport LE and appropriate stakeholders to establish a 
communication plan should a TSA employee or other airport authority be infected with 
COVID-19. 

 Review current employee contact list and conduct accountability drills.  

 

Create Contingency Plans: 

 Identify necessary actions for field personnel in the event of exposure or confirmed case of 
COVID-19 at TSA occupied facilities.  

 Establish clear roles, relationships and responsibilities within TSA at the field level for 
COVID-19. 

 Identify and review the role of TSA in airport and stakeholder action plans. 

 Implement measures to support effective crisis communications both internally and 
externally with transportation stakeholders and the general public 

 
Limiting Potential Exposure: 

 Authorize frontline personnel whose security screening tasks require them to routinely come 
into contact with the traveling public to wear surgical masks if they choose to do so. In 
addition, encourage all employees to regularly wash their hands, cover their coughs, and to 
adopt increased hygiene techniques. 

 Conduct routine cleaning and disinfecting of frequently touched/exposed surfaces and 
security screening equipment at the TSA security checkpoint and baggage areas. Employees 
are encouraged to wash their hands after cleaning and after removing gloves. 

 As passenger volume drops based on flight reductions, there may be an opportunity to further 
reduce exposure and also preserve a “clean” space within the checkpoint. 

o Increase social distancing by standing up every other lane rather than concentrating your 
operation. 

o Assign officers within a single lane and checkpoint each day to minimize contact to small 
groups-reducing exposure and temporary staffing loss if self-quarantine becomes 
necessary. 
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o There may be opportunity to close a checkpoint or a portion of a checkpoint with reduced 
volume, to preserve a clean space to move to should it become necessary to shut down 
another area temporarily as a consequence of confirmed infection. 

 

CHECKLIST: Upon determination of a COVID-19 infected employee, this checklist should 
be ran to provide direction and actions to consider.  
 
Conduct an Assessment: 

 Identify all airport/facility areas that TSO ZERO may have occupied (e.g., checkpoint, 
baggage, training facilities, meeting areas, etc.) 

 Identify all other employees and stakeholders that may have come into contact with TSO 
ZERO. 

 Conduct an employee accountability drill to determine if others have been infected. 

 Review callout rate for anomalies. TSA Chief Medical Officer (CMO) may also be 
consulted.  

 
Command, Coordination, and Control: 

 After conducting an assessment of employee exposure, the FSD will report the following 
information to the appropriate Executive Director (ED): 

 Name of employee infected with COVID-19 and status. 

 Number of employees/stakeholders that may have come into contact with TSO ZERO. 

 If applicable, TDY resources such as NDO, EDCH or any other TSA resources, may be 
requested through CIMG. 

 Potential to relocate screening workforce within the FSD’s AOR. 

 Number of employees that have called out due to illnesses. 

 Airport areas identified as exposed areas. 

 Once the ED has been given the initial assessment, the FSD will coordinate with the 
following stakeholders to determine the airport operational condition going forward: 

 Airport Authority 

 Carriers/Ground Support Entities 

 Airport Police/Local Law Enforcement/Local Security Company 

 Local Health Officials 

 CDC 

 TSA Public Affairs  
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 Based on discussion with stakeholders, the FSD will identify the status of airport and TSA 
personnel. Report to ED any of the following: 

 Airport/Checkpoint Closures or diminished capabilities 

 Administrative Leave for employees as directed by CDC/Local Health Officials. Where 
Local Health Officials do not issue specific guidance, TSA will determine appropriate 
course of action in consultation with OSHE/CMO. Please reference Corona Virus Human 
Capital Advisory Memo. 03.12.2020 3.12.2020. 

 Issuance of any other PPE and the implementation of additional Medical 
Countermeasures 

 Scheduled equipment cleaning and supplies available to accomplish same 

 Staffing plan to operate airport if not entirely closed 

 Suspension of non-operational screening activities 

 An operational plan (verbally or in writing) regarding future airport operations and TSA 
activities   

 Within 24 hours, the FSD will coordinate with TSA Public Affairs, CDC, Local Health 
Officials and others as needed to determine appropriate messaging to employees and 
stakeholders.  

 Establish an Incident Command Center with stakeholder representatives. 

 

Administrative Management of the Incident: 

 Direct Coordination Center to provide required data into WebEOC.  

 FSD should prepare contingency plans and include full details in SITREP such as: 

 Movement of passengers and baggage from non-sterile areas to sterile areas   

 Distribution of all resources in order to conduct screening operations 

 Based on type of position missing have alternative people and processes in place 

 Ensure no single point of failure  

 Daily shift briefing (AM/PM) to include status of operations, staffing and reporting 
instructions for employees who may be experiencing symptoms of COVID-19   

 Daily inspections of employees to ensure PPE and MCMs are in place for each shift 

 Protocols in place to purchase and/or pre-position all PPE/cleaning supplies to include the 
following: 

o Types of PPE/cleaning supplies to purchase 

o Purchase quantities and expected utilization rate and resupply   
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o Identify funding  

o Where to store and dispense PPE (e.g. Checkpoints, Baggage PODs, other locations 
identified by the FSD) for all employees 

o Surgical masks 

o Gloves 

o Other equipment as recommended/directed by the CDC or Local Health Officials 

 Review TRPs and plans for non-TSOs. Follow COOP plans if necessary.  

o Telework agreements in place as applicable. 

 Develop plans to schedule employees to receive antivirals and/or vaccinations if they are 
made available. (Antivirals centrally stored and managed by DHS OHA will not be 
delivered without a need or request.) 

 Develop plans if additional checkpoints or areas of the airport are closed that may impact 
employee access to:  

o Food 

o Water 

o Bathrooms 

o Break areas 

o Nursing areas 

o Other areas needed for employees during normal conditions 

 Develop plans if checkpoints or areas of the airport that were deemed unsafe, and cleared 
for persons to occupy. 

o Brief employees on how these areas were cleared and that they are now safe to enter. 

o Continue to use PPE and MCM until further notice. 

o Maintain communication with staff and ensure all protocols are being followed. 

o Develop plans to use resources to man these areas if able, (Hub and Spoke 
configurations) or request additional resources via the ED. 

 In coordination with the CDC and Local Health Officials, develop plans to handle 
passengers/employees who are displaying potential symptoms of COVID-19 such as: 

o Excessive coughing 

o Shortness of breath or difficulty breathing 

o Fever 
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Common responses to biological threats: 

 Receive DHS’ MGMT and OHA decision support on workforce protection and health and 
medical issues. 

 Review all ORP and TRP plans, including COOP and Devolution plans. 

 All TSA locations will review POD CONOPS, conduct POD exercises, and train personnel 
on PPE use, as appropriate, and identify funding/acquisition for PPE resource requirements. 

 Comply with specific pandemic or infectious disease guidance issued by DHS regarding PPE 
use. 

 Begin reporting IAW DHS requirements and formats. 

 Pandemic SME responders (e.g., TSA PWG) are alerted and/or activated. 

 Implement just-in-time (JIT) and situationally-driven training exercises, as necessary. 

 Provide hazard-specific training for general employee awareness, mission, and tasks in 
cooperation with DHS MGMT (e.g., programs for general employee awareness, as well as 
mission- or task-specific training). 

 Provide specialized PPE required training (e.g., if N95 masks are issued).  

 When requested, provide surge support to TSA field components or DHS component(s) to 
augment or support incident coordination and response capabilities.  

 TSA OSHE will revise/recommend hazard-specific risk assessments and anticipated 
workplace control strategies, as necessary, and communicate them to CIMG IM: 

 Increased hygiene measures 

 Acquisition and distribution of event-specific PPE 

 Implementation of engineering controls 

 Implementation of administrative controls (e.g., social distancing measures, expanded 
telework options) 

 CIMG will monitor, facilitate disposition of, and implement controls to provide treatment to 
TSA personnel and those in its care and custody: 

 MCM dispensed as directed and/or requested  

 Archiving of personnel data 

 Development and communication of SA in keeping with DHS reporting requirements 

 Develop a communications strategy in concert with DHS OPA. 

 

 


